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1 Debnitions

API ApplicationProgrammingnterface
HTML HyperText Markup Language

HTTP HyperText TransferProtocol

XML eXtensibleMarkupLanguage

MVC ModelView Controller

ORM ObjectRelationalMapping

SQL StructuredQueryLanguage

CRUD CreateRead UpdateandDestrg

OOP ObjectOrientedProgramming

UniProt UniversalProteinresource

NCBI NationalCenterfor Biotechnologyinformation
MeSH Medical SubjectHeadings

MEDLINE MedicallLiteratureAnalysisandRetriezal SystemOnline
REST REpresentationgbtateTransfer
XML-RPC XML RemoteProcedureCall
WSDL Web ServicedDescriptionLanguage
PKI PublicKey Infrastructure

DFS DistributedFile System

GPL GNU PublicLicense

GID Globalldentiber

LID Localldentiber

DBMS DataBaséManagemen®ystem

CCRC Comple CarbolydrateResearctCenter

CCSD Comple CarbolydrateStructuralDatabase



Glossar y

Glyco-CT Sequencdormatfor glycansyielding an unambiguougepresentation
of structure

Glycome Thetotal setof glycanstructuredoundin anorganism
JDBC JavaDatabas&€Connectvity Application Programmingnterface(API)

Nonce Key stringusedasanidentiberfor a particularcorversation.The nameis
derivedfrom n once,a number(n) thatis unique(generateanly once).

Object oriented programming A programning paradigmusing conceptuabb-
jectsto build applications

SOAP Protocolfor eXtensibleMarkupLanguaggXML) basedvebservices

Tranche Distributedble systemfor scientibadata

2 Introduction

2.1 Glycan databases

The developmentand maintenancef knowledgebases which encapsulatehe
currentbodyof knowledgefor aparticulardiscipline- arekey to thepracticeof the
discipline. In molecularbiology, the useof sequencelatabases a standardpro-
cedureasevidencedby genomicandproteomicdisciplinesusinggenomedataand
UniversalProteinresourc€UniProt)[1] asreferencalatabasesT hefreeavailabil-
ity of referencedaa hasspurreddevelopmentn this area,openingup newv avenues
for researchlin contrasto thegenomicandandproteomicdatabaseglycomicsis
missinganappropriatelatabaséo actasareferenceesource.

Sincethe late 80s, therehave beenmultiple efforts to collectinformationon
glycansand malke it available asa referencedatabase For the majority of these
efforts, dataenterednto the databaséasbeensourcedrom previously published
data. The curationof daa from literatureis an expensve and time-consuming
exercise frequiringatleasttwo dedicatedylycoscientisturatorsdatabaséT staf,
and a seniorglycoscientistto overseethe managemenand procedurefollowed.
In addition, effective mechanismgo keeptrack of new glycan publications,and
accesgo thejournalsthemselesarerequired.

Of thecuration-basedatabasesKEGG[2], Glycosciaces.dg3], BCSDB[4]
and Glycominds[5] basedtheir databasesponthe early Complex Carbolydrate
ResearctCenter(CCRC)Comple CarbolydrateStructuralDatabas€CCSD)[6]
- alsoknown as CarbBank. Eachdatabasénastaken the CarbBankdata, trans-
formedand cleanedthe datasomevhat, andthen madeeithera subsetor all the
dataavailablevia the internet. Eachdatabasehen supplementedheir datawith



new entriesfrom additionalsourcesHowever, aseachof the databasetok a dif-
ferentapproacho their designs,nteroperabilitybetweenthe differentdatabases
still doesnot exist.

In additionto informationfrom publishedsourcesa lot of both structuraland
ancillary datais being generatedn the variousglycomicslabs. All this datais
currentlybeingstoredin anad-hocdformat,beit in labbooksstoredin aproprietary
format, or simply sketchedon a pieceof paper Thelack of propermeta-dataand
annotatioron this datameanghatover time, this datawill belost,andary kind of
datamining cannotbe performed.There§a clearneedto provide methodologies
for capturingthis meta-dataandthenproviding a pathway for eventualpublication
anddistribution of this data.

Currently no repositoryof daf exists that can enumerateall the structures
foundin ary particularglycome. However, thereis signibcaninterestin the area
of glycomics, and a large amountof datais being collectedin individual labs.
Unfortunately this datais not being capturedin a uniform way, andwill likely
remainstoredusingvariousproprietaryschemagor theforeseeabléuture.

By creatingan end-usercurateddatabaseit will be possibleto createa long
liveddatabaseesourcahatmaintainsguality andreliability.

2.2 Centralised curation

DatabasebavetraditionallybeenmaintainedascentralisedesourcesThiswasof-
ten necessarpecausehe infrastructuresurroundinghe databas wasfocusedon
asinglepoint of dataentryfor the databaseandthe databasesenersthemseles
were expensve piecesof equipment. The last 15 yearshave seenthe phenom-
enaof the proliferation of commodity software combiningwith the internetand
opensourcesoftwareto resultin muchof the expenseof hostinga databaséeing
mitigated.

Although equipmentcostsare limited throughthe use of commodity hard-
ware and software, maintenanceand curation costsremain high for fully cen-
traliseddatabasesAs the majority of datathatwas collectedby centralisedyly-
candatabasesequiredthe review of literatureand manualcurationof data,the
expenseof suchefforts often becameprohibitive. This was due to the needfor
skilled professionalgo beinvolvedin the curationprocess Dependingon the cu-
ration proceduredatamay needto be doublechecledto ensurethe quality of the
data,effectively doublingtheworkload.

A centrallycurateddatabasegields signibcantadvantagesn termsof the qual-
ity of thedata,asthefull processs controlledby the centralgroupof curatorsand
no inconsistentdatashouldenterthe database Naturally, the curationprocesss
unableto bx problemsin the datastermming from the article itself. For example,
a lot of experimentalmeta-datds not publisheddueto the lack of spacein jour-
nals. Althoughthe datamay be of reportingquality in the literature,it maynot be
detailedenoughfor bioinformaticanalysis.

Althoughthe resultsfrom centraliseccurationaregood, the processs highly



dependenon funding, andoncethe funding for a centrally curateddatabaseuns
out, thedatabas¢éendsto stagnateThis s particularlyevidentwith CarbBankand
GlycoSuiteDBJ[7]. As the establishmenof a glycomeis a long term project,the
longevity of ary databaséasto beensured.

2.3 Open curation

In contrastto a centrally curateddatabasemore opendatabasgallow the unre-
strictedentry of databy interestedparties. This requiresno outlay for curation,
but maintainingthe quality of the datais difpbcult. As a resultof their openna-
ture, publicly curateddatabaseseedto have measuref placeto protectfrom bad
databeinginserted,both inadwertently and maliciously Thesemeasiresshould
attemptto ensureboth syntacticandsemantidntegrity of the dataasit entersinto
thedatabase.

Ensuringsyntacticintegrity for a databaseanbe achiezed throughthe useof
variousautomaticcheckingalgorithms. Automatic checkingmustbe appliedto
eachrecordthatis insertednto the the database;heckingthe dataagainstontolo-
giesandvocahuilaries. The useof commonontologiesand vocahlulariesreduces
redundang in the databaseasdatawould only berepresentedanonically

Semanticdatais signibPcantlyharderto automaticallymaintainin a database.
Althougharecordmay be syntacticallycorrect,the datathatit representsnay not
be semanticallycorrect. Automatedsemantit checkingis currently not possible,
sothebestapproximationto this is for peerreviews of the datato occur ensuring
thatthedatais correctin this way.

For opencurationto work peopleneedto be encouragedo contribute correc-
tionsto data,anda studyof themethoddo achieve thisis beyondthe scopeof this
document.However, therearecertainprinciplesthatareadheredo in this design
studywhich canbe usedto encouraggeerreview.

Ownership By promotingownershipof dataenterednto apublicly curateddatabase,
peopleare morelikely to maintainthe data. Appropriatecrediting of datato the
original sourcewill meanthatthis personwould be moreamenabldo make cor-
rectionsto their datasincetheir name andreputationis at stale.

LinusOLaw Namedafteropensourceprogrammet.inus Torvalds,this law states
thatOgven enougheyeballs,all bugsareshallavO.In this context, this meanshat
with a sufpcientlevel of peerreview of recordsthe numberof errorsfoundin the
databaseavill tendtowardszero. In additionto identifying the errorsin records,t
is alsoimportantthatthe peerreviewershave a methodto modify the datasothat
changexanbe madewithout onerousprocedure This follows the Wiki modelfor
peerreview of data.



Tooling It is critically importantthatthe appropriatdooling to facilitatethe pre-
vious two points exists. Appropriatetools and userinterfacesabstractaway the
compl«ity of the dataentry processandpresenta smple work3ow to endusers.
Similarly, the benebtdor the enduserneedto be clear- it mustbe obvious what
thebenebtof annotatingdataare.

2.4 Peer to peer software

Although the processbehind curation can be distributed, efforts shouldalso be
madeto decentralisghe actualsoftware comprisingthe database.For this pur
pose,a peerto peerconcepthasbeendevelopedfor EUROCarbDB.Basingthe
databaseat a singleinstitution is proneto failure asin the event of the database
being shutdown for an extendedperiod of time, the entire databasevill not be
availablefor usage.By hostingthe databasén multiple institutions,the longerity
of thedatabaseanbeensuredhroughredundang.

The controlof datais a signibPcanfpoint of contentionfor mary scientistsand
the ability to control the methodof publishingthe datais an importantfeature.
Local databasesvhich publishto a wider network of databasesre appropriate
here as the datacan be collectedon site at the lab, and then distributed to the
peers. This network structurecanalsoallow for ad-hocnetworks to be formed,
sharingdataamongstollaboratingpartnersandallowing queriesto berun across
all participatingnodesin the network.

2.5 Goals of EUROCarbDB

Thereare four goalsfor the peerto peerdatabasealesign- to be distributed, to
provide accesgo experimentaldata,to ensurahelongevity of thedatabaseandto
maintainquality in the database.

Distrib uted Databaseshouldwork installedin local institutionsto allow for pri-
vateandunpublishedlatato be enterednto thedatabaseyith aview to exportthe
local datato the generahetwork in thelong term.

Accessib le  Eachnodeof the EUROCarbDBnetwork shouldprovide accesdo
experimentaldatafrom the site thatit is installedat. This shouldbe easily pub-
lishedto the wider communitywithout requiringoneroustechnicalprocedurego
befollowedby the hostinstitution.

Long evity Thedatabasehouldbe designedo continuefunctioning,even after
large nodesareshutdown. For example,nodeshostedat the DKFZ andthe EBI
shouldnot be requiredfor the databasendnetwork to function. Fully automatic
network reoiganisationis not requiredasthe network would remainlargely static
andary changesn the network topologycanbe appliedmanually



Quality Measureshouldbein placeto maintainthequality of datain thedatabase.
Theseshouldwork in concerto promotethe syntacticandsemantigntegrity of the
recordsin adistributedenvironment.

3 System design

The systemcan be generallycategjorisedas comprisingfour key components
Users, Software, Databasesnd the Network. Figure 1 illustratesthe relation-
shipsbetweenthe differentcomponents.The use interactswith the software ei-
ther througha HyperText Markup Language(HTML) interface, programatically
viathewebsewices,or througha Javaapplication.Web servicesareofferedusing
the SOAP protocol. Althoughthe brstprototypeof the applicationis aweb-based
application the designhasbeenchoserto accomodate¢he useof desktopapplica-
tions aspotentialmethodsto deliver software. The software componeninteracts
with the Tranche[8] network, experimentaldataandthe backingdatabaselnter-
nodecommunicatioroccursvia Trancheor throughthewebservicesnterface. The
systemarchitecturds a variationon the threetier designfor web-basesystems.
The threetier systemencouragedlodel View Controller(MVC) designpattern
usage,making the sourcecode more maintainableand manageable.The MVC
patterncanbe mappecdntothis design wherethe modelis representetly the Ob-
jectRelationaMapping(ORM) anddatabaseomponentsyiew by theHTML and
webservicesscomponentsandthe controllerby the actionscomponent.

Web-based model Thedecisionto implementthe EUROCarbDBapplicationas
aweb-based@pplicatiorwasmadein orderto developanddistributetheapplication
in asshortatime aspossible. For web-basedpplicationghe useof HTML is a
standardandensuregjreatestompatibility with usersall over theworld. Access
to web servicesis not so standardisedhowever, andthe choice of SQAP asthe
protocolfor accesdo thedatawasmadein aneffort to maximiseinteroperability

Execution model The actualscientibcfunctionality of the systemwill be en-
capsulatednto controllersknown asactions. Actions will actuponthe network,

experimentadataandthe ORM layer Theactionsthemselesarelooselycoupled
to the presentatiorand datamodels,which allows the acionsto be purely func-
tional modularcomponents.This compartmentalisatioof functionality malesit

easieffor third partiesto addfunctionality to the system allowing the softwareto

grow in amanageablgvay.

Object Relational Mappings Asstoredn amodernDataBasé/lanagemen®ystem
(DBMS), datais representeds setsof interrelatedentities. Accessto the data
is achieved throughthe useof a specialisedjuerylanguageknown as Structured
QueryLanguaggSQL). SQL allows for accesgo the Create,Read,Updateand
Destry (CRUD) operationon the entities.However, the utility of SQL is limited
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Figurel: The overall architectire of two EUROCarbDBnodescommunicating
with eachother In themaostsimplisticrepresentatioof the systemit is comprised
of softwareanddatabaseomponentslnteractiondetweemodesoccurvia SOAP
or throughthe Tranchenetwork cloudintermediary Experimentatdataassociated
with recordson eachnodecanbetransferredsia the Tranchenetwork.



dueto the scopeof thelanguagetself. For this reasonthe applicationitself needs
to be ableto manipulatethe data. Applications,generallyspeakingarewritten in
an Object OrientedProgramming(OOP) language and cannotdirectly generate
SQL. The ORM componentallows datato be serialisedand de-serialisedrom
the databasén an automaticfashion. The programmemo longer manipulatesa
databasensteadmanipulatingthe objectmodelof the system.

Database design Like mary databasesa standardrelationaldatabasés being
usedto modelthelogical entitieswhich arebeingmanagedn EUROCarbDB.The
designof thedatabaséor EUROCarbDBneedgso beRexible sothatit canhandle
the wide variety of datathatwill be enteredinto it. In general,four key logical

entitieswereidentibedo be modelled:Biological contets, structurainformation,
referencenformationandexperimentadata.A biologicalcontext is thebiological
information relatedto a particularglycoconjugte. This includesthe taxonomy
tissue,and diseasestatethat the moleculewas found in. Structuralinformation
largely coversthe topology of the glycan componentof the glycoconjugte, in-

cluding compositionainformationand cross-linksto otherdatabasesMolecules
containedwithin thegenerapublic databasevill berelatedto structuregpublished
in journals,andso referencanformationneedsto be storedin the databaseThe
Pnalentity to be modelledin the databaselesignis experimentalevidencethatis

usedto supportassertionghat structuresare found in their respectie biological
contets.

Glycoconjugate  Theglycoconju@terepregntstheaglycapartof acomplete
glycoconjugte molecule. The controlledvocahulary for the glycoconjugteis a
key choserin anexternaldatabasé¢hatis appropriatdor thetypeof glycoconjugte
thatis beingrepresented-or example,a UniProtidentibercanbe usedto manage
the proteinvocalulary.

Taxonomy Thetaxonomyof thebiologicalcontext thattheglycoconjugtein
guestionis foundin. A recordin thetaxonomytableis simplyarepresentationf an
entry from the National Centerfor Biotechnologylnformation(NCBI) taxonomy
database.

Disease Thediseasetateassociategvith thebiologicalcontet. Eachrecord
hereis linked to a diseaseentry from the Medical SubjectHeadings(MeSH) vo-
cahulary.

Peturbation A chemicalpeturbationthat hasbeenappliedto the biological
context.

Glycan sequence The glycansequencdor this particularglycoconjugte.
Theglycansequencés storedin the Glyco-CTformat.
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Figure2: The overall network architectureof the system. Eachsourceand sink
is anodewithin thenetwork, andthearrows represeninteractionsdbetweemaodes.
Sourceonceptuallyactasprovidersof informationontothe network, while sinks
consumenformationon the network.

Experiment  Experimentaldataassociatedvith this glycan and biological
contet. The experimentalrecordsusually refer to specibcsetsof experimental
datafoundin separatesectionsf the database.

Reference Referencedatafor this particular glycoconjugte entry Each
recordhereis indexed by the Medical Literature Analysis and Retrieval System
Online(MEDLINE) identiber

4 Network design

4.1 General network layout

Nodes Eachsite participatingin EUROCarbDBwill have at leastone nodeon
the network. Eachnodein the network canhave differentlevels of functionality,



dependingon the capabilitiesthatthe hostinstitutionwishesto expose.As shavn
in Figure2, dependingn the network layerthe nodeparticipatesn, the nodecan
belabelledasa datasource datasink or both. Datasourcenodesprovide dataonto
thenetwork via the datalayer, whereasink nodesprovide queryfacilities overthe
querylayer.

Node layout The network is laid out in an undirectedmeshlayout, with each
nodeableto make connectionglirectly with othernodesasrequired. Theinitial

network will be a closednetwork - eachnodebeing aware of the othernodesa
priori - howeverthe network will eventuallyexpandto acceptothernodesontothe
network in adynamicfashion.

4.2 Network layers

Thedesignof the network is split into two basiclayers:
¥ Querylayer

¥ Datalayer

Query layer Thislayerallows queiesandcontrolsignalsto bedistributedto the
componenhodesn thenetwork andthenhandlethecollationof results.Thequery
layerhasbeendesignedor mosteasdraversingbravalls andsecurityprocedures
in place,andreturnsresultsin well dePnedXML formats.

Data layer Thislayerallows the databasé¢o sendraw databetweemodesn the
form of coredatabaseipdatesor to distribute experimenta databetweemodes.
Thedesignof thislayeris optimisedfor transferringargeblocksof dataatirregular
intenals.

4.3 Data formats

Usage of XML Importandexport formatsof dataarecritical to the application.
An XML basedormat,to easeparsingof datahasbeendecideduponasthe basis
for all importandexportof data.XML provideslots of optionsfor directtransfor
mationand parsingof the data,without requiringa proprietarysetof librariesfor
gettingaccesso the data.

Wherepossiblethe XML outputformathasbeenbasediponknown standards.
In generalthe XML formatsarequite simple,andareonly importantfor associat-
ing wordsfrom the controlledvocatulariestogether If wordsareusedfrom other
controlledvocalularies,they aremarked outin the XML Ples,andprovided only
assupplementargata.

EachXML Ple shouldbe validatedagainsta versionedschema.Schemasl-
low documentdo be validatedto ensurethat the structureand certainaspectof



Choose unmarshaller Unmarshalled XML

<taxonomy version='0.1">
<some_field>A</some_field>
<other_field>B</other_ field> other_field—» newField

some_field— someField

</taxonomy> VERTBTITY
someField: A
. newField: B
<taxonomy version="2.0"> field— Field
<some_field>A</some_ field> some_fie somerie
<new_field>B</new_field> new_field — newField
</taxonomy> -

Figure3: Theprocesdy which datais unmarshalledrom an XML ble. An XML
Pleis receved,andtheversionnumberextractedfrom thetop-level elementin the
document.Thisis usedto selectanunmarshallingschemeby which the elements
in the XML documentare mappedto bPeldswithin an object. In this example,
the other _field elementhasbeenrenamedo new field in the document
schemasSincethe databeingrepresentedemainsthe same only the mappingpble
needsto be modibedto ref3ectthis change. Both documentgesultin the same
unmarshalleabject.

the contentare correct. By versioningschemasthe format of the documentsan
changehut supportfor the olderdatasetscanbe maintained Eachxml document
will have the versionnumberof the schemaembeddedn it, which will allow for

unambiguousdentibcationof documentversions. This processis illustratedin

Figure3

Binary formats  In additionto usingXML andtext-basedormats binaryformats
may needto be exchangedover the network, dueto the binary formatsusedby a
numberof massspectrometryendors.

4.4 Query layer

The querylayeris critical to allowing EUROCarbDBto functionin a distributed

manner As well asallowing for distributedqueriesthislayerhasseveralfunctions

involving administratiorandsignalling betweemodeson the network. In general,
thequerylayer providesa wrapperaroundthe executionmodelof the application,
exposingthe actionsasservices.The querylayer providesfacilities to ensurethe

databasean function without a centralnode, distributing queriesto appropriate
nodesin casesvherethe nodeitself cannotfulbl aquery

4.4.1 Protocols

An asynchronougrotocolis requiredfor the operationthe querylayer. A job is
debnedasthe procesof executingan action. Asynchronouslispatchof a job to



actionsforming the querylayeris required,asthe job maybelong running. There
arenumberof web-servicerotocolswhich canbe usedfor this purpose:

REST REpresentationabtateTransfer(REST)is a simple protocolfor the ex-

changeof messageanodelledcloselyon the actionsof SOQAP. The protocolhan-
dlesalimited setof operationsactinguponwell debnedesourceaypes. This pro-

tocol is generallymore useful as a web servicesprotocol ratherthan a general
purposepeerto peermessagingprotocol.

XML-RPC XML RemoteProcedureCall (XML-RPC) usesXML messagess
thebasisfor all messagesindHyperText TransferProtocol(HTTP) asatransport
layer for messagesXML-RPC is a simple protocol,and cannothandlesomeof

the sophisticatiorin the querylayerthatis requiredfor EUROCarbDB.Although

asynchronousallsarenot supportedvithin the specibcationgor XML-RPC, it is

possibleto addsupportthroughAPI protocoldesign.

SOAP SQAP is afamily of recommendationfor the useof an XML-basedpro-
tocol for messagepassingand remoteprocedurecalls. Basedupon XML-RPC,
SQAP wasextendedto handlemore sophisticatedisecasesandbe more gener
ally applicableasaweb-serviceprotocol. SOAP is thebaseprotocolfor thequery
layerfor EUROCarbDBdueto its ability to supportasynchronousalls aspart of
the protocol,andits supportfor extensiongn the areaof security

4.5 Messages

Therearetwo typesof messagewhich will be passedetweemodeson the net-
work. The brstfamily of messagearecontrolmessagesntendedto getinforma-
tion from a nodeaboutthe current stateof the network, andthe capabilitiesthatit
providesto the network. The secondfamily of messagedetail the messageon-
versatiorprotocolbetweemodesvhenonenoderequest@anothemodeto perform
anaction.

45.1 Control messages

Control messgesgenerallyhave a simple corversationprotocol betweensender
andrecever. A control messageequestis generallyin the form of askingthe
tamget sener for a piece of datasuchas the servicesit provides, list of known

senersetc. Thesemessagedo not requireauthenticatiorasthe messageontent
is public information, and is requiredfor an un-authenticated@gener to join the
network. A setof messagefrom the two families of messagesanbe foundin

Figure4.



Control messages

rrrrrrrrr | get SERVICES -
- . SERVICES |
rrrrrrrrr | get SERVERS| -
- . SERVERS |
rrrrrrrrrrrr | get TRANCHE-SERVERS | -
- | TRANCHE-SERVERS

Query messages

perform action

\/

Nonce ‘ Parameters
B Action accepted
Nonce Polling time

Get status _

Nonce
- } Status -
Get data -

Nonce
- | DATA |

Figured: Messageorversationbetweemodes with controlandquerylevel mes-

sagesControlmessagearegenerallysimplemessagemequiringno authentication
andproviding publicly accesdile information. Querymessagegequiresomemore

security andinvolve the useof authenticatiorandkeys to prevent attackson the

communication.



45.2 Query messages

Query message$iave a more comple protocol for nodeto node corversation.
Sincethe nodesrequireauthenticationyarioussecuritymeasuresieedto be put
into place.A Nonceis akey stringwhich is usedto ensurethatthe messagesent
betweentwo trustedentitiesis not replicatedand usedin replay attacks. When
one nodedispatchesa job to the other node, it attacheghe Nonceto the query
messageThe nonceactsasa secretkey for this particularjob transactionacting
asajob identiber Theacceptinghodekeepstrack of the job identibPerandreturns
a messageavhich indicatesthe statusof the job, a polling time, a new job status
identiperandthe original job identiPerso that the originatingnodeknows which
job to keeptrackof. Theoriginatingnodewaitsfor the polling timeto elapseand
thenpolls the acceptinghode. The acceptingnodereturnsthe statusof the node.
This polling loop continuesuntil thequeryis completeandthe statusndicateshis.
The queryingnodethenqueriesthe acceptinghodeusingthe job statusidentiber
andthedatais returned.

4.5.3 Capability disco very

Capabilitydiscovery is onetype of controlmessageWhenanodebecomesware
of anothernodeon the network, it shouldbe aware of the servicesprovided by

thatnode.A requesfor the servicesavailablefrom the nodeyieldsa globalli st of

servicesvailableon all thenodes.Thelist of servicess anenumeratiorof all the

actionsprovidedby a sener, andcanbeformattedsimply asalist of actionnames,
or asaWeb ServicedDescriptionLanguaggWSDL) document.

45.4 Message authentication

Differentusersshouldhave differentaccesdevels on the network, dependingon
the actionthey are performing. In a distributed ervironment, it is not possible
to know the usernamesf all the usersaccessinghe services.For this reasona
traditionalusernameandpassverd authenticatiorsystemfor webserviceds insuf-
Pcient.Insteada systemneeddo be establishedothatfor eachmessagaccepted
by anode,theuserneeddo be uniquelyidentiPedandthe permission®of theuser
resohed. Figure5 illustratesthe authenticationmechanism.

Eachgrouphasa privatekey. Usersareassignedo groups.Eachactionknows
the public keys of the groupsit hasacces4o. Whena userwishesto performan
action,it sendsarequesto the nodewith the groupmembershipsThe nodethen
returnsanencryptedhonce encryptedusingthe public keys of the minimumsetof
groupsthatthe usermustbe a memberof to accesghe action/data.The user then
decryptshe nonce,anduseshatasakey to accessheresultsof theaction.
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Figure5: Authenticaton procesdor untrustedusersfrom remotenodes.Nonces
are signedusing public certibcatego ensurethat the useris in possessionf the
rightsto performthe action. If the remotenode- including the associatediser-

andthelocal nodeboth have accesgo the permissiorcertibpcatethenthe remote
nodecanbethoughtof to have permissiorto performtheactiononthelocal node.



4.5.5 Action messages

Action messagesgulatethe executionof actionson remotenodes.Whenconsid-
eringthetimeline of actionexecution,we canassumehatthe userthatthe action
runsashasbeenauthenticateavith privilegesasdescribedn Figure5.

Parameters Differentactionswill requiredifferentdatatypesto be passedo
them. Sinceall the different datastructuresthat will eventually be usedin the
systemcannotbe known beforehanda looselytyped parametesetis beingused.
Thisis conceptuallya keyedset(i.e. ahash)of the differentparametersequired.

Error states For robust operationof the network, error statesneedto be well

debned.Therewill betwo classe®f runtimeerrorfor theactions- faultsandex-

ceptions.Faultsarenon-fatalerrorswhich have occurredduringthe processingf

the action,andareappededto the result. Thesenon-fatal errorsaffect the resul-
tantdata,but do not halt the operationof anaction. The exceptionclassof errors
resultin the terminationof executionof the action. Errors cannotbe recovered
from by userinternvention, and are usually suggestie of deepemproblemswithin

the software. Fault, andto someextent, error codesarelargely dependenbn the
action authors,and their specibctypeswill be determinedby the work that the
actiondoes. Eachactionwould needto thoroughlydocumenthe fault and error
codeso provide helpto usersandadministratorof theaction.

Result data All actionsshouldbe concernedvith the manipulationof the data
modelentitiesfound within EUROCarbDB,with the resultof the actionbeinga
modiPedsetof entities.As such theresultdatastoredwithin amessagshouldbe

an XML representatin of the datathat hasbeenmanipulated.Resultsetsshould

be containedn asimplecontainerelement usuallynamedn accordancevith the
actionthatproducedhedata.For example theactionshow _tissue _taxonomy
canproduceesultswith atoplevel XML elemenbf show_tissue _taxonomy _result
Eachentity is taggedwith a uniqueidentibperwhich will allow for the collation of
resultsfrom differentnodes.

4.6 Data layer

The datalayeris concernedvith the distribution of primary dataamongstodes
in the network - including the distribution of coredataalongthe network andthe
distribution of experimentaldataamongsinodes.

4.6.1 Protocols

A numberof protocolsoptimisedfor thetransferof large blocksof datawereeval-
uatedon their suitability for usein this layer of the network. A large factorin
choosingthe protocolto useon this layeris the practicality of the protocol. Real



world securityconcerngrecludethe useof certainprotocok, andsothe Tranche
protocolwaschoserdueto the high lik elihoodof administratve acceptance.

BitTorrent  Bittorrent is a peerto-peerprotocol for sharingof bles createdby

Bram Cohen.lIt is a protocoldesignedo ensurehigh availability andspeedydis-

tribution for a ble which is placedon a bittorrentnetwork. The protocolitself is

sophisticatedandefcientlyroutesdatato peernodeson the network. Dueto the

effectivenessof the protocol,it is hasgainedpopularityin ple sharingcommuni-
ties,andis oftenusedfor theillegal distribution of copyrightedmaterial.Bittorrent
network trafbccompriseanestimated5%of thetrafbcontheinternet.Dueto the

popularityof this protocolfor this activity, network administratordave beenbnd-
ing waysto throttle the trafbc from this protocol, eitherreducingthe efocieny or

blockingthe actionof the protocolaltogether This could concevably raiseissues
in university ervironments asspecialadminitrative exceptionswould berequired
to enabletheinstallationof thesoftware. Indeed for maximumefbcieng, thenode
itself shouldbe an equalpeeron the network - with no Prewalls or restrictionson

communicatiorbetweenthe peers. This may not be possiblein someuniversity
ervironments.

Tranche TheTranchedistributedble systemis a peerto peersystemfor the dis-

seminationof large datasetsin the proteomicsarea. The systemis basedupona

block-basedlistribution of dataamongstparticipatingnodesin the TrancheDis-

tributedFile System(DFS). In addition,a PublicKey InfrastructurgPKI) security
systemis usedto authenticateisersandencrytion is optionallyavailableto users
to encrypttheir datableson upload. The systemis further explainedin Section
4.6.2.

Custom protocol An alternatve to usingallibrary for the network components
to basethe datasharingcomponenuponthe messagindgoundin the querylayer.
Binary datacan be encapsulateavithin an XML ervelope,and then distributed
amongstthe peerson a requestbasis. However, the text-basedapproachto this
communicatiorwill have a signipcantoverheadandwould not be suitedwell to
thetransferof binarydata.

4.6.2 Proteomecommons Tranche network

TheProteomeCommornEanchenetwork is apeerto-peerapplicationandnetwork
for distribution of dataprimarily relatedto proteomics. The network is a secure
network, using PKI to authenticatausers. The systemaimsto distribute databy
storing dataredundantlyacrossthe nodes. Although the storageof dataitself is
decentralisedeachnodeneedsto have full knowledgeof the network to retrieve
datain the mostreliablefashion.
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Figure6: Distributing a Ple usingthe Tranchenetwork. Datais givento a peer
in the network, which thenfragmentsthe dataanddistributesit to the otherpeers
in the network. Not all nodeson the network areequal,andhave differentcapac-
ities for storing Ples, resultingin differing amountsof ble blocks accepted.By
redundantlydistributing the blocks of the blesto differentnodeson the network,
availability of thedatacanbeensured.



Distrib ution of data Whenadatableis placeduponthe network, the nodeini-
tially acceptingthe databreaksit up into smallerblocks (seeFigure6). The ac-
ceptingnodehasfull knowledgeof the otherpeernodesandthendistributesthese
blocksto theothernodesonthenetwork. In thisway, eachnodein thenetwork has
partof thewholeble. By redundanthdistributing the dataacrossasmary nodesas
possiblejt canbe ensuredhatthe dataremainsaccessibléf ary nodeis removed
from thenetwork. If anodeis removedfrom the network, thereis a high probabil-
ity thatothernodeson the network will have a copy of the particular blockswhich
werepresenonthenolongerfunctionalnode.

Authentication  Like EUROCarbDBIn generalthe Tranchenetwork requireshe
ability to authenticateisersin a decentralisednanner Signedcertibcatesreused
asthe basisfor establishingheidentity of any useron the Tranchenetwork. The
certibcatamechanismsarefurtherexplainedin Section4.8.

Academic support EUROCarbDBcantake advantageof thelibrariesandexist-
ing network of Tranche.SinceProteomeCommons @is alreadyworking to gain
acceptancén the academiaarena,this work will not have to be doneby EURO-
CarbDB.Proofof the securityis tantamounto the acceptancef arny systemand
by taking advantageof the work doneby the Tranchedevelopers muchof the ad-
ministratve andpolitical issuessuroundingthe installationof the senerswill be
overcome.

4.7 Data merging

Maintainingtheintegrity of the databasacrossall the peersis a crucial factorfor
maintainingthe quality of the database Ratherthanrequiringfull availability of
nodesto all othernodeson the network to maintainuniquenessa synchronisation
proceshasbeendesignedo maintaintheintegrity of thedatabasacrossll nodes.

4.7.1 The need for merging algorithms

Within ary databasethe structureof the datacanberecognisedsagraph,where
eachof the nodesin the grapharerows in tables,andthe edgesarerelationships
betweerrows. For a databasehatis distributed, one of the largestchallengess
maintaininguniquerows acrossall the differententities,partitioningthe graphso
thatnodesaresharedetweendifferentsggments.

For this reason)ocal andglobalidentiPersareusedto identify entitiesin the
database.Local identibersare usedto maintain relationshipsbetweenentities,
while globalidentiPersareusedwhenentitiesarereferencedutsideof their orig-
inatingsener.



4.7.2 Synchronisation process

Synchronisatiomf thedatabaseannothapperin acompletelydecentralisedhan-
ner. Thereneeddo beanodewhichactsasthecontoller of theprocessin orderto
choosethe controller anelectionprocessanbe usedto determinethe nodeto be
markedasthe mastemode.For the purpose®f this prototype theelectionprocess
is notrequired,andonenodewill be nominatedcasthe mastemode.

Synchronisatiorof the databasés donesequentiallywith the electedmaster
nodeco-ordinatinghe processEachnodein thedatabasés sequentiallysynchro-
nisedwith the electedmaster This procesglechresthatthe electednasteihasthe
referencecopy of thecoredatabase.

4.7.3 Data canonicalisation and hashes

In orderto easily compareentities,a uniquehashcodefor eachentity hasto be
obtained. This hashcode can be calculatedfrom combinationsof Peldswhich
areguaranteedo be unique,andcomefrom a controlledvocahlulary of somesort.
Simple hashingcodescould be thingslike UniProt IDs, NCBI taxonomyids, or
the Glyco-CT sequencelt is importantthatthe hash-codesemainunique,asthey
will beusedasa globalidentiberfor a particularentity.

4.7.4 Data updates from core

Figure7 illustratesthe procesf synchronisinga local databasevith the updated
core database.Any new public entitieson the mastercore databasaneedto be
addedto the local databaseso thatthey may be referencedy ary new records.
Wherethereis nolocal copy of the entity, the processs simple. The new entity is
simply addedo thelocal databasegivenalocalidentiber andwill keeptheglobal
identiperto indicatethatit hasalreadybeensynchroniseavith the coredatabase.

4.7.5 Parallel insertion of duplicate entities

A more complicatedcaseis shovn in Figure8. In this particularcase,the local
copy of the coredatabasdasalsoaddedanidenticalcopy of the nen coreentity
into the databaseSincethe network asawholeis only concernedvith the GID of
theentity, the GID from the updatectoreentity from the masteiis usedin thelocal
entity. It is safeto changehe GID of alocal entity sincethereferentialintegrity of
the databasés dependenbnly ontheLIDs of thelocal database.

4.7.6 Update from local database to core

New recordsarenotresynchronisetb the coredatabasautomatically To transfer
arecordfrom thelocal databasé¢o the mastercore databasénvolvesa publishing
procesdor therecord.
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Figure7: Synchronisatiorof a non-mastenodewith the mastemwhenthe master
hasreceiied an update. Entity @Qs synchronisedvith the core database Since
thelocal coredatbasdasn®asrecentasthe mastercoredatabasesynchronisation
occurs,distributing the core bPlesto the othernodesin the network. On receving
the updateccorefrom the mastey the local nodecompare®ntities. Sinceboth Oa0
andOc@lreadyexist onthelocal node andhave thecorrectGID, noupdateonthe
recordsarerequired.RecordObénly existson thelocal node,anddoesnotrequire
aGID. Entity @3s new to thelocal node andit is addedto thelocal databasevith
anew LID andthemastercopy@ GID.
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mastercoreentity.
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Figure10: Publishingdatato the mastemode. A userdecidesthatthey wish to

publisha setof entries. The minimum entity setwhich is requiredto accurately
representhe entrieswhich needto be publishedis calculated.Eachentity is then

serialisedand sentto the mastemodeto be addedto the coreasa local insertion
of data.This new versionof the coredatabaseanthenberesynchronisewith the

othernodesin the network.

A multi-userdatabasepresenta numberof challengeswith respectto main-
taining the databasefter updatego data. Datacanbe updatedwhenthe record
hasbeenerroneouslhenteredpr theannottionson the datahasbeencorrected If
otherusershave takenthis dataasthebasisfor arecordthey have enteredit would
be incorrectto updatethe previously entereddata, asthe recordsof other users
may be also affected. For this reason,only creationactionson commonlyused
corecomponentsreallowed. Updatesare achieved by duplicatingthe incorrect
recordwhile bxingtheincorrectinformation.

Deletionof recordswill only be allowed by the nodeswhich have ownership
of therecord. On recevving updatesnotibcationof ary deletedrecordsis sentto
themastemode andthendistributedto the othernodeson the network. Eachnode
onthenetwork canthendecidewhetherthey wishto deletetherecordlocally.

4.7.7 Publishing of records

In orderto move recordsfrom the local databasé¢o the coredatabasearecordset
is identibedby the userasbeingreadyfor publicationin thegenerabdatabaseThe
datais exported,andthenimportedinto the electedmastemode. After a record
setis importedto the mastercoredatabasethe coredatabasés thensynchronised
backto thefull setof peernodes.

4.8 Security

Securityof boththeapplicationandthe datathatis transmittedacrosshe network
is veryimportant to the operatiorof thenetwork. We canconsideithatthenetwork



will berunacrossapublicandinsecurenetwork, andsoanothetlayerof encryption
shouldbe usedto ensurehatthe dataremainssafe.

4.8.1 Public key cryptograph y

Publickey cryptograply is amechanisnby which documentganbeencryptedso
that only peoplewho have possessiomf a secretkey candecryptthe data. The
premiseof public key cryptograply is to usea pair of cryptographickeys, one
public and one private. A key is essentiallya long set of bits which is usedto

transforma documentrom plaintext into anencryptedorm. The choiceof public

andprivatekeysisimportant,astheprivatekey shouldbeableto beusedto decrypt
the cyphertext resultingfrom a public key encryption. The strengthof public key

encryptioncomesfrom the mathematicatlifbculty of bndingfactorsof a number
While it is possibleto easilyverify whetherthe productof two numbersareequal,
it is signipcantlymoredifbcultto Pndthetwo original numbersvia factorisation.
A numberof algorithmscanbe usedto generatehe public andprivatekey pairs,
but oneof the strongests to usethe RSA algorithm[9].

4.8.2 Digital signatures

To digitally sign a document,a hashof the documentis prstcalculated- essen-
tially the Pngerprintfor a particulardocument.This Pngerprintis thenencrypted
by the authorof the documentusingtheir privatekey. This encryptedengerprint
is the signaturefor the document. The documentand signatureare then sentto
therecever. Therecever canthentry decryptingthe Pngerprintusingthe public
key of the documentender By comparingthe Pngerprintof the actualreceved
document,and the decryptedPngerprint,it is possibleto ascertainwhetherthe
documentvasmodibedn transit.

4.8.3 Certibcate mechanisms

Oneof the key challengesn a distributedsetupis to ensurethatthe endpointson
the network areactuallywho they claimthey are. Oneof the standardvaysto es-
tablishidentitiesof nodesis to usea certibcatanechanismThe X.509 certipcate
mechanisnallows for a web of trustto be establishedo thathodescanbe iden-
tiPed. A certibcae is anidentity document usuallyidentity informaion andthe
publickey of theenity beingidentibed which hasbeensignedby a certifying au-
thority. If theuserimplicitly truststhe certibcate®f the certifying authority then
ary certibcatesignedby the certifying authoritycanbethoughtto be veribedtoo.
The combindionsof encrypton schemessignaturesandcertibcatiormechanisms
canensurghatthe databeingsentacrosghe network is veripable.
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Figure11: Relationshipsbetweenthe software componentsin EUROCarbDB.
Thisdiagramillustratesthe softwarecomponentsor thevariousarchitecturatom-
ponentsshavn in Figurel. The architectures a Java and SQL databasdased
systemwherethe StrutsandHibernatecomponent$orm signibcantreusedcom-
ponentsn thearchitecture.

5 Software implementation

The applicationis implementedas a brstprototypeusinga threetier application
ervironment- operatingonthe Jara[10] platform,usingtheHibernateg11], Struts
2[12], Tomcat[13] andPostgreSQL[14] librariesto addthe desiredfunctionality
to the basicsener. In addition,JiBX [15] aswell as XFire [16] areusedto sup-
ply the XML functionality In general,opensourcelibrariesandapplicationsare
usedasthe basisfor the entireapplication. An overview of the generalsoftware
applicationarchitecturecanbe seenn Figurell.

5.0.4 Java and Tomcat

The Javalanguages a bytecodecompiledlanguageknown for the easeof cross-
platform developmentandwide availability of libraries. The ApacheTomcatap-
plicationsener providesanervironmentunderwhich Javaweb-base@pplications
can be offeredto the public. Both the Tomcatsener and Java are opensource,
albeit licensedunder different schemegApache 2.0 Licenseand GNU Public
License(GPL) v2 respectiely).

5.0.5 Hibernate

HibernateprovidesanORM layerontothedatabaséy reverseengineering setof
Java sourcecodélesfrom the databas schema.By reverseengineeringhe Java



API from thedatabasschemathereis noneedo synchroniseéhechangedbetween
systemmodels,the databasenodelandobjectmodel. As the reverseengineering
processs a somavhat naive processthe reverseengineeredgourcecodeneedso
bemodibedsothatanappropriatéAPI is exposedfor manipulatingthe objects.

5.0.6 PostgreSQL

PostgreSQLis usedasthe databasecomponentin the appication. The optimal
way to store datafor the applicationis in a relational databaseand the Post-
greSQL databaserovidesthe bestsetof featuresand performanceof the open
sourcedatabasesConnectiorto the ORM componentandthe Java applicationsn
generals achieredthroughthe useof JDBClibraries.

5.0.7 Struts 2

Web requestsare essentiallystatelesperations. Eachrequestdoesnot know
abouttherequestsvhich have occurredbeforeit, andthereis nothingwithin HTTP
to explicitly bind aseriesof request$ogethelin atransactionFor thisreasonsup-
port for saving statehas to be addedto the sener or client side. Sener side state
is establishedy using cookies- identiberswhich are storedon client machines
- which cantie a particularrequesto a particularsener state. Many changedo
statecanoccurfor arequest suchasauserloggingin, or beingpart-way through
amulti-stage action. Sincea lot of this functionality is commonto mary web ap-
plications,anumberof frameavorkshave beendevelopedto provide thesecommon
functions. One suchframework is the Strutsframewvork. Strutsfollows a MVC
approacho the developmentof web applications providing a setof Java classes
which provide the basicfunctionalitywithin theapplication.

Coreto the function of the Strutsis the conceptof an Action. Sourcecode
associatedvith an actionis relatedto a single unit of work, or a verb, which is
appliedto the system. Simple actionscan be OAddbioligical contextO,OAsso-
ciate TaxonomyOQUploadExperimentadataOEachactionshouldbe atomic,and
shouldnotbedependenbn the stateof otheractions.Strutsmanagesheexecution
of the actions aswell asexecutinga seriesof pre and post-&ecutionmethodsas
interceptors.

5.0.8 XML libraries

JiBX andXFire togethemprovide supportfor SQAP within EUROCarbDB.In order
to save the duplicationof work, JiBX was usedas the binding library for both
SQAP andfor genericXML marshallingandunmarshalling.JiBX functionsasa
bytecodemanipulationof classesmarking out the binding of Peldsin an object
to elementsn an XML ble. The XFire library is animplementatiorof the SOAP
protocol,and handleshe dispatchof SQAP messageto appropriatemethods.A
specialisedQAP messageto Strutsactionwrapperwaswrittento allow the useof
all actionsasSQAP methods.
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