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1 DeÞnitions

API ApplicationProgrammingInterface

HTML HyperText MarkupLanguage

HTTP HyperText TransferProtocol

XML eXtensibleMarkupLanguage

MVC ModelView Controller

ORM ObjectRelationalMapping

SQL StructuredQueryLanguage

CRUD Create,Read,UpdateandDestroy

OOP ObjectOrientedProgramming

UniProt UniversalProteinresource

NCBI NationalCenterfor BiotechnologyInformation

MeSH MedicalSubjectHeadings

MEDLINE MedicalLiteratureAnalysisandRetrieval SystemOnline

REST REpresentationalStateTransfer

XML-RPC XML RemoteProcedureCall

WSDL WebServicesDescriptionLanguage

PKI PublicKey Infrastructure

DFS DistributedFile System

GPL GNU PublicLicense

GID GlobalIdentiÞer

LID Local IdentiÞer

DBMS DataBaseManagementSystem

CCRC Complex CarbohydrateResearchCenter

CCSD Complex CarbohydrateStructuralDatabase



Glossar y

Glyco-CT Sequenceformat for glycansyielding an unambiguousrepresentation
of structure

Glycome Thetotal setof glycanstructuresfoundin anorganism

JDBC JavaDatabaseConnectivity ApplicationProgrammingInterface(API)

Nonce Key stringusedasanidentiÞerfor a particularconversation.Thenameis
derivedfrom n once,anumber(n) thatis unique(generatedonly once).

Object oriented programming A programming paradigmusingconceptualob-
jectsto build applications

SOAP Protocolfor eXtensibleMarkupLanguage(XML) basedwebservices

Tranche DistributedÞlesystemfor scientiÞcdata

2 Intr oduction

2.1 Glycan databases

The developmentand maintenanceof knowledgebases- which encapsulatethe
currentbodyof knowledgefor aparticulardiscipline- arekey to thepracticeof the
discipline. In molecularbiology, theuseof sequencedatabasesis a standardpro-
cedure,asevidencedby genomicandproteomicdisciplinesusinggenomedataand
UniversalProteinresource(UniProt)[1] asreferencedatabases.Thefreeavailabil-
ity of referencedatahasspurreddevelopmentin thisarea,openingupnew avenues
for research.In contrastto thegenomicandandproteomicdatabases,glycomicsis
missinganappropriatedatabaseto actasa referenceresource.

Sincethe late 80s,therehave beenmultiple efforts to collect informationon
glycansandmake it availableasa referencedatabase.For the majority of these
efforts,dataenteredinto thedatabasehasbeensourcedfrom previously published
data. The curationof data from literature is an expensive and time-consuming
exercise,requiringat leasttwo dedicatedglycoscientistcurators,databaseIT staff,
and a seniorglycoscientistto overseethe managementand procedurefollowed.
In addition,effective mechanismsto keeptrack of new glycanpublications,and
accessto thejournalsthemselvesarerequired.

Of thecuration-baseddatabases- KEGG[2], Glycosciences.de[3], BCSDB[4]
andGlycominds[5] basedtheir databasesuponthe early Complex Carbohydrate
ResearchCenter(CCRC)Complex CarbohydrateStructuralDatabase(CCSD)[6]
- also known as CarbBank. Eachdatabasehastaken the CarbBankdata,trans-
formedandcleanedthe datasomewhat, andthenmadeeithera subset,or all the
dataavailablevia the internet. Eachdatabasethensupplementedtheir datawith



new entriesfrom additionalsources.However, aseachof thedatabasestook a dif-
ferentapproachto their designs,interoperabilitybetweenthe differentdatabases
still doesnotexist.

In additionto informationfrom publishedsources,a lot of bothstructuraland
ancillary datais beinggeneratedin the variousglycomicslabs. All this datais
currentlybeingstoredin anad-hocformat,beit in labbooks,storedin aproprietary
format,or simply sketchedon a pieceof paper. Thelack of propermeta-dataand
annotationon thisdatameansthatover time, thisdatawill belost,andany kind of
datamining cannotbeperformed.ThereÕs a clearneedto provide methodologies
for capturingthismeta-data,andthenproviding apathwayfor eventualpublication
anddistributionof this data.

Currently, no repositoryof data exists that can enumerateall the structures
found in any particularglycome.However, thereis signiÞcantinterestin thearea
of glycomics,and a large amountof data is being collectedin individual labs.
Unfortunately, this datais not being capturedin a uniform way, and will likely
remainstoredusingvariousproprietaryschemasfor theforeseeablefuture.

By creatingan end-usercurateddatabase,it will be possibleto createa long
liveddatabaseresourcethatmaintainsqualityandreliability.

2.2 Centralised curation

Databaseshavetraditionallybeenmaintainedascentralisedresources.Thiswasof-
tennecessarybecausethe infrastructuresurroundingthedatabase wasfocusedon
a singlepoint of dataentry for thedatabase,andthedatabasesserversthemselves
were expensive piecesof equipment. The last 15 yearshave seenthe phenom-
enaof the proliferationof commoditysoftwarecombiningwith the internetand
opensourcesoftwareto resultin muchof theexpenseof hostinga databasebeing
mitigated.

Although equipmentcostsare limited through the useof commodityhard-
ware and software, maintenanceand curation costsremain high for fully cen-
traliseddatabases.As the majority of datathat wascollectedby centralisedgly-
candatabasesrequiredthe review of literatureandmanualcurationof data,the
expenseof suchefforts often becameprohibitive. This wasdue to the needfor
skilled professionalsto beinvolvedin thecurationprocess.Dependingon thecu-
rationprocedure,datamayneedto bedoublecheckedto ensurethequality of the
data,effectively doublingtheworkload.

A centrallycurateddatabaseyieldssigniÞcantadvantagesin termsof thequal-
ity of thedata,asthefull processis controlledby thecentralgroupof curators,and
no inconsistentdatashouldenterthe database.Naturally, the curationprocessis
unableto Þx problemsin thedatastemming from thearticle itself. For example,
a lot of experimentalmeta-datais not publisheddueto the lack of spacein jour-
nals.Althoughthedatamaybeof reportingquality in theliterature,it maynot be
detailedenoughfor bioinformaticanalysis.

Although theresultsfrom centralisedcurationaregood,theprocessis highly



dependenton funding,andoncethe funding for a centrallycurateddatabaseruns
out, thedatabasetendsto stagnate.This is particularlyevidentwith CarbBankand
GlycoSuiteDB[7]. As theestablishmentof a glycomeis a long termproject,the
longevity of any databasehasto beensured.

2.3 Open curation

In contrastto a centrallycurateddatabase,moreopendatabases allow the unre-
strictedentry of databy interestedparties. This requiresno outlay for curation,
but maintainingthe quality of the datais difÞcult. As a resultof their openna-
ture,publicly curateddatabasesneedto havemeasuresin placeto protectfrom bad
databeing inserted,both inadvertentlyandmaliciously. Thesemeasuresshould
attemptto ensurebothsyntacticandsemanticintegrity of thedataasit entersinto
thedatabase.

Ensuringsyntacticintegrity for a databasecanbeachievedthroughtheuseof
variousautomaticcheckingalgorithms. Automaticcheckingmustbe appliedto
eachrecordthatis insertedinto thethedatabase,checkingthedataagainstontolo-
giesandvocabularies. The useof commonontologiesandvocabulariesreduces
redundancy in thedatabase,asdatawouldonly berepresentedcanonically.

Semanticdatais signiÞcantlyharderto automaticallymaintainin a database.
Althougha recordmaybesyntacticallycorrect,thedatathatit representsmaynot
be semanticallycorrect. Automatedsemantic checkingis currentlynot possible,
sothebestapproximationto this is for peerreviews of thedatato occur, ensuring
thatthedatais correctin this way.

For opencurationto work peopleneedto beencouragedto contributecorrec-
tionsto data,andastudyof themethodsto achieve this is beyondthescopeof this
document.However, therearecertainprinciplesthatareadheredto in this design
studywhichcanbeusedto encouragepeerreview.

Owner ship By promotingownershipof dataenteredintoapubliclycurateddatabase,
peoplearemorelikely to maintainthe data. Appropriatecrediting of datato the
original sourcewill meanthat this personwould bemoreamenableto make cor-
rectionsto their datasincetheir name,andreputationis at stake.

Lin usÕLaw NamedafteropensourceprogrammerLinusTorvalds,this law states
thatÓgivenenougheyeballs,all bugsareshallowÓ.In this context, this meansthat
with a sufÞcientlevel of peerreview of records,thenumberof errorsfoundin the
databasewill tendtowardszero. In additionto identifying theerrorsin records,it
is alsoimportantthat thepeerreviewershave a methodto modify thedatasothat
changescanbemadewithout onerousprocedure.This follows theWiki modelfor
peer-review of data.



Tooling It is critically importantthattheappropriatetooling to facilitatethepre-
vious two pointsexists. Appropriatetools anduserinterfacesabstractaway the
complexity of thedataentryprocess,andpresenta simple workßow to endusers.
Similarly, thebeneÞtsfor theenduserneedto beclear- it mustbeobviouswhat
thebeneÞtsof annotatingdataare.

2.4 Peer to peer software

Although the processbehindcurationcan be distributed, efforts shouldalso be
madeto decentralisethe actualsoftwarecomprisingthe database.For this pur-
pose,a peerto peerconcepthasbeendevelopedfor EUROCarbDB.Basingthe
databaseat a single institution is proneto failure as in the event of the database
beingshutdown for an extendedperiodof time, the entiredatabasewill not be
availablefor usage.By hostingthedatabasein multiple institutions,thelongevity
of thedatabasecanbeensuredthroughredundancy.

Thecontrolof datais a signiÞcantpoint of contentionfor many scientists,and
the ability to control the methodof publishingthe datais an importantfeature.
Local databaseswhich publish to a wider network of databasesare appropriate
hereas the datacan be collectedon site at the lab, and then distributed to the
peers. This network structurecanalsoallow for ad-hocnetworks to be formed,
sharingdataamongstcollaboratingpartners,andallowing queriesto berun across
all participatingnodesin thenetwork.

2.5 Goals of EUROCarbDB

Thereare four goalsfor the peerto peerdatabasedesign- to be distributed, to
provideaccessto experimentaldata,to ensurethelongevity of thedatabase,andto
maintainquality in thedatabase.

Distrib uted Databasesshouldwork installedin local institutionsto allow for pri-
vateandunpublisheddatato beenteredinto thedatabase,with aview to export the
localdatato thegeneralnetwork in thelong term.

Accessib le Eachnodeof the EUROCarbDBnetwork shouldprovide accessto
experimentaldatafrom the site that it is installedat. This shouldbe easilypub-
lishedto thewider communitywithout requiringoneroustechnicalproceduresto
befollowedby thehostinstitution.

Long evity Thedatabaseshouldbedesignedto continuefunctioning,evenafter
largenodesareshutdown. For example,nodeshostedat theDKFZ andtheEBI
shouldnot berequiredfor thedatabaseandnetwork to function. Fully automatic
network reorganisationis not requiredasthenetwork would remainlargely static
andany changesin thenetwork topologycanbeappliedmanually.



Quality Measuresshouldbein placetomaintainthequalityof datain thedatabase.
Theseshouldwork in concertto promotethesyntacticandsemanticintegrity of the
recordsin adistributedenvironment.

3 System design

The systemcan be generallycategorisedas comprisingfour key components-
Users,Software, Databasesand the Network. Figure 1 illustratesthe relation-
shipsbetweenthe differentcomponents.The user interactswith the softwareei-
ther througha HyperText Markup Language(HTML) interface,programatically
via thewebservices,or throughaJavaapplication.Webservicesareofferedusing
theSOAP protocol.AlthoughtheÞrstprototypeof theapplicationis a web-based
application,thedesignhasbeenchosento accomodatetheuseof desktopapplica-
tionsaspotentialmethodsto deliver software. Thesoftwarecomponentinteracts
with theTranche[8] network, experimentaldataandthebackingdatabase.Inter-
nodecommunicationoccursvia Trancheor throughthewebservicesinterface. The
systemarchitectureis a variationon the threetier designfor web-basedsystems.
The threetier systemencouragesModel View Controller (MVC) designpattern
usage,making the sourcecodemore maintainableand manageable.The MVC
patterncanbemappedontothisdesign,wherethemodelis representedby theOb-
jectRelationalMapping(ORM) anddatabasecomponents,view by theHTML and
webservicescomponents,andthecontrollerby theactionscomponent.

Web-based model Thedecisionto implementtheEUROCarbDBapplicationas
aweb-basedapplicationwasmadein orderto developanddistributetheapplication
in asshorta time aspossible.For web-basedapplicationsthe useof HTML is a
standard,andensuresgreatestcompatibilitywith usersall over theworld. Access
to web servicesis not so standardisedhowever, and the choiceof SOAP as the
protocolfor accessto thedatawasmadein aneffort to maximiseinteroperability.

Execution model The actualscientiÞcfunctionality of the systemwill be en-
capsulatedinto controllersknown asactions.Actions will act uponthe network,
experimentaldataandtheORM layer. Theactionsthemselvesarelooselycoupled
to the presentationanddatamodels,which allows the actions to be purely func-
tional modularcomponents.This compartmentalisationof functionality makesit
easierfor third partiesto addfunctionality to thesystem,allowing thesoftwareto
grow in amanageableway.

Object Relational Mappings Asstoredin amodernDataBaseManagementSystem
(DBMS), datais representedas setsof interrelatedentities. Accessto the data
is achieved throughthe useof a specialisedquerylanguageknown asStructured
QueryLanguage(SQL). SQL allows for accessto the Create,Read,Updateand
Destroy (CRUD) operationson theentities.However, theutility of SQL is limited
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Figure1: The overall architecture of two EUROCarbDBnodescommunicating
with eachother. In themostsimplisticrepresentationof thesystemit is comprised
of softwareanddatabasecomponents.Interactionsbetweennodesoccurvia SOAP
or throughtheTranchenetwork cloudintermediary. Experimentaldataassociated
with recordsoneachnodecanbetransferredvia theTranchenetwork.



dueto thescopeof thelanguageitself. For this reason,theapplicationitself needs
to beableto manipulatethedata.Applications,generallyspeakingarewritten in
an ObjectOrientedProgramming(OOP) language,andcannotdirectly generate
SQL. The ORM componentallows datato be serialisedandde-serialisedfrom
the databasein an automaticfashion. The programmerno longermanipulatesa
database,insteadmanipulatingtheobjectmodelof thesystem.

Database design Like many databases,a standardrelationaldatabaseis being
usedto modelthelogicalentitieswhicharebeingmanagedin EUROCarbDB.The
designof thedatabasefor EUROCarbDBneedsto beßexible sothatit canhandle
the wide variety of datathat will be enteredinto it. In general,four key logical
entitieswereidentiÞedto bemodelled:Biologicalcontexts,structuralinformation,
referenceinformationandexperimentaldata.A biologicalcontext is thebiological
information relatedto a particularglycoconjugate. This includesthe taxonomy,
tissue,anddiseasestatethat the moleculewas found in. Structuralinformation
largely covers the topology of the glycan componentof the glycoconjugate, in-
cludingcompositionalinformationandcross-linksto otherdatabases.Molecules
containedwithin thegeneralpublicdatabasewill berelatedto structurespublished
in journals,andso referenceinformationneedsto bestoredin thedatabase.The
Þnalentity to bemodelledin thedatabasedesignis experimentalevidencethat is
usedto supportassertionsthat structuresare found in their respective biological
contexts.

Glycoconjugate Theglycoconjugaterepresentstheaglycapartof acomplete
glycoconjugatemolecule. The controlledvocabulary for the glycoconjugate is a
key chosenin anexternaldatabasethatis appropriatefor thetypeof glycoconjugate
thatis beingrepresented.For example,a UniProtidentiÞercanbeusedto manage
theproteinvocabulary.

Taxonom y Thetaxonomyof thebiologicalcontext thattheglycoconjugatein
questionis foundin. A recordin thetaxonomytableissimplyarepresentationof an
entry from theNationalCenterfor BiotechnologyInformation(NCBI) taxonomy
database.

Disease Thediseasestateassociatedwith thebiologicalcontext. Eachrecord
hereis linked to a diseaseentry from the Medical SubjectHeadings(MeSH) vo-
cabulary.

Peturbation A chemicalpeturbationthat hasbeenappliedto the biological
context.

Glycan sequence The glycansequencefor this particularglycoconjugate.
Theglycansequenceis storedin theGlyco-CTformat.
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Figure2: The overall network architectureof the system.Eachsourceandsink
is anodewithin thenetwork, andthearrows representinteractionsbetweennodes.
Sourcesconceptuallyactasprovidersof informationontothenetwork, while sinks
consumeinformationon thenetwork.

Experiment Experimentaldataassociatedwith this glycan and biological
context. The experimentalrecordsusually refer to speciÞcsetsof experimental
datafoundin separatesectionsof thedatabase.

Reference Referencedata for this particular glycoconjugate entry. Each
recordhereis indexed by the Medical LiteratureAnalysisandRetrieval System
Online(MEDLINE) identiÞer.

4 Network design

4.1 General netw ork layout

Nodes Eachsite participatingin EUROCarbDBwill have at leastonenodeon
thenetwork. Eachnodein thenetwork canhave differentlevels of functionality,



dependingon thecapabilitiesthatthehostinstitutionwishesto expose.As shown
in Figure2, dependingon thenetwork layerthenodeparticipatesin, thenodecan
belabelledasadatasource,datasinkor both.Datasourcenodesprovidedataonto
thenetwork via thedatalayer, whereassinknodesprovidequeryfacilities over the
querylayer.

Node layout The network is laid out in an undirectedmeshlayout, with each
nodeableto make connectionsdirectly with othernodesasrequired. The initial
network will be a closednetwork - eachnodebeingawareof the othernodesa
priori - however thenetwork will eventuallyexpandto acceptothernodesontothe
network in adynamicfashion.

4.2 Network layers

Thedesignof thenetwork is split into two basiclayers:

¥ Querylayer

¥ Datalayer

Query layer This layerallowsqueriesandcontrolsignalsto bedistributedto the
componentnodesin thenetwork andthenhandlethecollationof results.Thequery
layerhasbeendesignedfor mosteasetraversingÞrewalls andsecurityprocedures
in place,andreturnsresultsin well deÞnedXML formats.

Data layer This layerallows thedatabaseto sendraw databetweennodesin the
form of coredatabaseupdates,or to distribute experimental databetweennodes.
Thedesignof thislayeris optimisedfor transferringlargeblocksof dataatirregular
intervals.

4.3 Data formats

Usage of XML Import andexport formatsof dataarecritical to theapplication.
An XML basedformat,to easeparsingof datahasbeendecideduponasthebasis
for all import andexport of data.XML provideslots of optionsfor directtransfor-
mationandparsingof thedata,without requiringa proprietarysetof librariesfor
gettingaccessto thedata.

Wherepossible,theXML outputformathasbeenbaseduponknown standards.
In general,theXML formatsarequitesimple,andareonly importantfor associat-
ing wordsfrom thecontrolledvocabulariestogether. If wordsareusedfrom other
controlledvocabularies,they aremarkedout in theXML Þles,andprovidedonly
assupplementarydata.

EachXML Þle shouldbe validatedagainsta versionedschema.Schemasal-
low documentsto be validatedto ensurethat the structureandcertainaspectsof



<taxonomy version=”0.1”>
<some_field>A</some_field>
<other_field>B</other_field>

</taxonomy>

<taxonomy version=”2.0”>
<some_field>A</some_field>
<new_field>B</new_field>

</taxonomy>

Choose unmarshaller Unmarshalled XML

Taxonomy

someField: A
newField: B

some_field

other_field

someField

newField

some_field

new_field

someField

newField

Figure3: Theprocessby whichdatais unmarshalledfrom anXML Þle.An XML
Þleis received,andtheversionnumberextractedfrom thetop-level elementin the
document.This is usedto selectanunmarshallingschemeby which theelements
in the XML documentare mappedto Þeldswithin an object. In this example,
the other field elementhasbeenrenamedto new field in the document
schema.Sincethedatabeingrepresentedremainsthesame,only themappingÞle
needsto be modiÞedto reßectthis change. Both documentsresult in the same
unmarshalledobject.

thecontentarecorrect. By versioningschemas,the formatof thedocumentscan
change,but supportfor theolderdatasetscanbemaintained.Eachxml document
will have theversionnumberof theschemaembeddedin it, which will allow for
unambiguousidentiÞcationof documentversions. This processis illustratedin
Figure3

Binar y formats In additionto usingXML andtext-basedformats,binaryformats
mayneedto beexchangedover thenetwork, dueto thebinary formatsusedby a
numberof massspectrometryvendors.

4.4 Query layer

The querylayer is critical to allowing EUROCarbDBto function in a distributed
manner. As well asallowing for distributedqueries,this layerhasseveralfunctions
involving administrationandsignallingbetweennodeson thenetwork. In general,
thequerylayerprovidesa wrapperaroundtheexecutionmodelof theapplication,
exposingtheactionsasservices.Thequerylayerprovidesfacilities to ensurethe
databasecanfunction without a centralnode,distributing queriesto appropriate
nodesin caseswherethenodeitself cannotfulÞl aquery.

4.4.1 Protocols

An asynchronousprotocol is requiredfor the operationthe querylayer. A job is
deÞnedastheprocessof executinganaction. Asynchronousdispatchof a job to



actionsforming thequerylayeris required,asthejob maybelong running.There
arenumberof web-serviceprotocolswhichcanbeusedfor thispurpose:

REST REpresentationalStateTransfer(REST) is a simpleprotocol for the ex-
changeof messages,modelledcloselyon theactionsof SOAP. Theprotocolhan-
dlesa limited setof operationsactinguponwell deÞnedresourcetypes.This pro-
tocol is generallymore useful as a web servicesprotocol rather than a general
purposepeerto peermessagingprotocol.

XML-RPC XML RemoteProcedureCall (XML-RPC) usesXML messagesas
thebasisfor all messages,andHyperText TransferProtocol(HTTP) asa transport
layer for messages.XML-RPC is a simpleprotocol,andcannothandlesomeof
thesophisticationin thequerylayer that is requiredfor EUROCarbDB.Although
asynchronouscallsarenot supportedwithin thespeciÞcationsfor XML-RPC, it is
possibleto addsupportthroughAPI protocoldesign.

SOAP SOAP is a family of recommendationsfor theuseof anXML-basedpro-
tocol for messagepassingand remoteprocedurecalls. BaseduponXML-RPC,
SOAP wasextendedto handlemoresophisticatedusecases,andbe moregener-
ally applicableasaweb-servicesprotocol.SOAP is thebaseprotocolfor thequery
layer for EUROCarbDBdueto its ability to supportasynchronouscallsaspartof
theprotocol,andits supportfor extensionsin theareaof security.

4.5 Messages

Therearetwo typesof messageswhich will bepassedbetweennodeson thenet-
work. TheÞrstfamily of messagesarecontrolmessages,intendedto get informa-
tion from a nodeaboutthecurrent stateof thenetwork, andthecapabilitiesthat it
providesto thenetwork. Thesecondfamily of messagesdetail themessagecon-
versationprotocolbetweennodeswhenonenoderequestsanothernodeto perform
anaction.

4.5.1 Contr ol messa ges

Control messagesgenerallyhave a simpleconversationprotocolbetweensender
and receiver. A control messagerequestis generallyin the form of askingthe
target server for a pieceof datasuchas the servicesit provides, list of known
serversetc. Thesemessagesdo not requireauthenticationasthemessagecontent
is public information, and is requiredfor an un-authenticatedserver to join the
network. A setof messagesfrom the two familiesof messagescanbe found in
Figure4.
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get SERVICES

SERVICES

get SERVERS

SERVERS
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perform action

Nonce Parameters
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Figure4: Messageconversationbetweennodes with controlandquerylevel mes-
sages.Controlmessagesaregenerallysimplemessagesrequiringnoauthentication
andproviding publicly accessibleinformation.Querymessagesrequiresomemore
security, andinvolve the useof authenticationandkeys to prevent attackson the
communication.



4.5.2 Query messa ges

Query messageshave a more complex protocol for nodeto nodeconversation.
Sincethe nodesrequireauthentication,varioussecuritymeasuresneedto be put
into place.A Nonceis a key stringwhich is usedto ensurethatthemessagessent
betweentwo trustedentitiesis not replicatedandusedin replayattacks. When
one nodedispatchesa job to the othernode,it attachesthe Nonceto the query
message.Thenonceactsasa secretkey for this particularjob transaction,acting
asa job identiÞer. Theacceptingnodekeepstrackof thejob identiÞerandreturns
a messagewhich indicatesthe statusof the job, a polling time, a new job status
identiÞerandtheoriginal job identiÞerso that theoriginatingnodeknows which
job to keeptrackof. Theoriginatingnodewaitsfor thepolling time to elapse,and
thenpolls theacceptingnode. Theacceptingnodereturnsthestatusof thenode.
Thispolling loopcontinuesuntil thequeryis completeandthestatusindicatesthis.
Thequeryingnodethenqueriestheacceptingnodeusingthe job statusidentiÞer,
andthedatais returned.

4.5.3 Capability disco very

Capabilitydiscovery is onetypeof controlmessage.Whenanodebecomesaware
of anothernodeon the network, it shouldbe awareof the servicesprovided by
thatnode.A requestfor theservicesavailablefrom thenodeyieldsa globallist of
servicesavailableonall thenodes.Thelist of servicesis anenumerationof all the
actionsprovidedby aserver, andcanbeformattedsimplyasa list of actionnames,
or asaWebServicesDescriptionLanguage(WSDL) document.

4.5.4 Message authentication

Differentusersshouldhave differentaccesslevels on the network, dependingon
the action they are performing. In a distributed environment, it is not possible
to know the usernamesof all the usersaccessingthe services.For this reason,a
traditionalusernameandpasswordauthenticationsystemfor webservicesis insuf-
Þcient.Insteadasystemneedsto beestablishedsothatfor eachmessageaccepted
by a node,theuserneedsto beuniquelyidentiÞedandthepermissionsof theuser
resolved.Figure5 illustratestheauthenticationmechanism.

Eachgrouphasaprivatekey. Usersareassignedto groups.Eachactionknows
thepublic keys of thegroupsit hasaccessto. Whena userwishesto performan
action,it sendsa requestto thenodewith thegroupmemberships.Thenodethen
returnsanencryptednonce,encryptedusingthepublic keysof theminimumsetof
groupsthat theusermustbea memberof to accesstheaction/data.Theuser then
decryptsthenonce,andusesthatasakey to accesstheresultsof theaction.
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4.5.5 Action messa ges

Action messagesregulatetheexecutionof actionsonremotenodes.Whenconsid-
eringthetimelineof actionexecution,we canassumethat theuserthat theaction
runsashasbeenauthenticatedwith privilegesasdescribedin Figure5.

Parameter s Different actionswill requiredifferent datatypesto be passedto
them. Sinceall the different datastructuresthat will eventually be usedin the
systemcannotbeknown beforehand,a looselytypedparametersetis beingused.
This is conceptuallyakeyedset(i.e. ahash)of thedifferentparametersrequired.

Error states For robust operationof the network, error statesneedto be well
deÞned.Therewill betwo classesof runtimeerror for theactions- faultsandex-
ceptions.Faultsarenon-fatalerrorswhich have occurredduringtheprocessingof
theaction,andareappendedto theresult. Thesenon-fatalerrorsaffect theresul-
tantdata,but do not halt theoperationof anaction. Theexceptionclassof errors
result in the terminationof executionof the action. Errorscannotbe recovered
from by userintervention,andareusuallysuggestive of deeperproblemswithin
thesoftware. Fault, andto someextent,error codesarelargely dependenton the
action authors,and their speciÞctypeswill be determinedby the work that the
actiondoes. Eachactionwould needto thoroughlydocumentthe fault anderror
codesto providehelpto usersandadministratorsof theaction.

Result data All actionsshouldbe concernedwith the manipulationof the data
modelentitiesfound within EUROCarbDB,with the resultof the actionbeinga
modiÞedsetof entities.As such,theresultdatastoredwithin amessageshouldbe
anXML representation of thedatathathasbeenmanipulated.Resultsetsshould
becontainedin asimplecontainerelement- usuallynamedin accordancewith the
actionthatproducedthedata.For example,theactionshow tissue taxonomy
canproduceresultswith atoplevelXML elementof show tissue taxonomy result .
Eachentity is taggedwith a uniqueidentiÞerwhich will allow for thecollationof
resultsfrom differentnodes.

4.6 Data layer

The datalayer is concernedwith the distribution of primary dataamongstnodes
in thenetwork - including thedistribution of coredataalongthenetwork andthe
distributionof experimentaldataamongstnodes.

4.6.1 Protocols

A numberof protocolsoptimisedfor thetransferof largeblocksof datawereeval-
uatedon their suitability for usein this layer of the network. A large factor in
choosingtheprotocolto useon this layer is thepracticalityof theprotocol. Real



world securityconcernsprecludetheuseof certainprotocols, andso theTranche
protocolwaschosendueto thehigh likelihoodof administrativeacceptance.

BitTorrent Bittorrent is a peer-to-peerprotocol for sharingof Þles createdby
BramCohen.It is a protocoldesignedto ensurehigh availability andspeedydis-
tribution for a Þle which is placedon a bittorrentnetwork. The protocol itself is
sophisticated,andefÞcientlyroutesdatato peernodeson thenetwork. Dueto the
effectivenessof theprotocol,it is hasgainedpopularityin Þlesharingcommuni-
ties,andis oftenusedfor theillegal distributionof copyrightedmaterial.Bittorrent
network trafÞccomprisesanestimated55%of thetrafÞcontheinternet.Dueto the
popularityof this protocolfor this activity, network administratorshavebeenÞnd-
ing waysto throttle thetrafÞcfrom this protocol,eitherreducingtheefÞciency or
blockingtheactionof theprotocolaltogether. This couldconceivably raiseissues
in universityenvironments,asspecialadministrativeexceptionswouldberequired
to enabletheinstallationof thesoftware.Indeed,for maximumefÞciency, thenode
itself shouldbeanequalpeeron thenetwork - with no Þrewalls or restrictionson
communicationbetweenthe peers. This may not be possiblein someuniversity
environments.

Tranc he TheTranchedistributedÞlesystemis a peerto peersystemfor thedis-
seminationof largedatasetsin theproteomicsarea.Thesystemis basedupona
block-baseddistribution of dataamongstparticipatingnodesin the TrancheDis-
tributedFile System(DFS). In addition,aPublicKey Infrastructure(PKI) security
systemis usedto authenticateusers,andencrpytion is optionallyavailableto users
to encrypttheir dataÞleson upload. The systemis further explainedin Section
4.6.2.

Custom protocol An alternative to usinga library for thenetwork componentis
to basethedatasharingcomponentuponthemessagingfound in thequerylayer.
Binary datacan be encapsulatedwithin an XML envelope,and then distributed
amongstthe peerson a requestbasis. However, the text-basedapproachto this
communicationwill have a signiÞcantoverhead,andwould not be suitedwell to
thetransferof binarydata.

4.6.2 Proteomecommons Tranc he netw ork

TheProteomeCommonsTranchenetwork isapeer-to-peerapplicationandnetwork
for distribution of dataprimarily relatedto proteomics.The network is a secure
network, usingPKI to authenticateusers. The systemaimsto distribute databy
storingdataredundantlyacrossthe nodes. Although the storageof dataitself is
decentralised,eachnodeneedsto have full knowledgeof the network to retrieve
datain themostreliablefashion.
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Figure6: Distributing a Þle usingthe Tranchenetwork. Datais given to a peer
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ities for storingÞles,resultingin differing amountsof Þle blocksaccepted.By
redundantlydistributing theblocksof theÞlesto differentnodeson thenetwork,
availability of thedatacanbeensured.



Distrib ution of data Whena dataÞle is placeduponthenetwork, thenodeini-
tially acceptingthe databreaksit up into smallerblocks(seeFigure6). The ac-
ceptingnodehasfull knowledgeof theotherpeernodes,andthendistributesthese
blocksto theothernodesonthenetwork. In thisway, eachnodein thenetwork has
partof thewholeÞle.By redundantlydistributingthedataacrossasmany nodesas
possible,it canbeensuredthatthedataremainsaccessibleif any nodeis removed
from thenetwork. If anodeis removedfrom thenetwork, thereis ahighprobabil-
ity thatothernodeson thenetwork will haveacopy of theparticularblockswhich
werepresenton theno longerfunctionalnode.

Authentication LikeEUROCarbDBin general,theTranchenetwork requiresthe
ability to authenticateusersin adecentralisedmanner. SignedcertiÞcatesareused
asthebasisfor establishingthe identity of any useron theTranchenetwork. The
certiÞcatemechanismsarefurtherexplainedin Section4.8.

Academic suppor t EUROCarbDBcantakeadvantageof thelibrariesandexist-
ing network of Tranche.SinceProteomeCommons.org is alreadyworking to gain
acceptancein the academicarena,this work will not have to be doneby EURO-
CarbDB.Proofof thesecurityis tantamountto theacceptanceof any system,and
by takingadvantageof thework doneby theTranchedevelopers,muchof thead-
ministrative andpolitical issuessurroundingthe installationof theserverswill be
overcome.

4.7 Data merging

Maintainingtheintegrity of thedatabaseacrossall thepeersis a crucial factorfor
maintainingthe quality of the database.Ratherthanrequiringfull availability of
nodesto all othernodeson thenetwork to maintainuniqueness,a synchronisation
processhasbeendesignedto maintaintheintegrity of thedatabaseacrossall nodes.

4.7.1 The need for merging algorithms

Within any database,thestructureof thedatacanberecognisedasa graph,where
eachof thenodesin thegrapharerows in tables,andtheedgesarerelationships
betweenrows. For a databasethat is distributed,oneof the largestchallengesis
maintaininguniquerows acrossall thedifferententities,partitioningthegraphso
thatnodesaresharedbetweendifferentsegments.

For this reason,local andglobal identiÞersareusedto identify entitiesin the
database.Local identiÞersare usedto maintain relationshipsbetweenentities,
while global identiÞersareusedwhenentitiesarereferencedoutsideof their orig-
inatingserver.



4.7.2 Sync hronisation process

Synchronisationof thedatabasecannothappenin acompletelydecentralisedman-
ner. Thereneedsto beanodewhichactsasthecontroller of theprocess.In orderto
choosethecontroller, anelectionprocesscanbeusedto determinethenodeto be
markedasthemasternode.For thepurposesof thisprototype,theelectionprocess
is not required,andonenodewill benominatedasthemasternode.

Synchronisationof the databaseis donesequentially, with the electedmaster
nodeco-ordinatingtheprocess.Eachnodein thedatabaseis sequentiallysynchro-
nisedwith theelectedmaster. Thisprocessdeclaresthattheelectedmasterhasthe
referencecopy of thecoredatabase.

4.7.3 Data canonicalisation and hashes

In order to easilycompareentities,a uniquehashcodefor eachentity hasto be
obtained. This hashcodecan be calculatedfrom combinationsof Þeldswhich
areguaranteedto beunique,andcomefrom a controlledvocabulary of somesort.
Simplehashingcodescould be things like UniProt IDs, NCBI taxonomyids, or
theGlyco-CTsequence. It is importantthatthehash-codesremainunique,asthey
will beusedasaglobalidentiÞerfor aparticularentity.

4.7.4 Data updates from core

Figure7 illustratestheprocessof synchronisinga local databasewith theupdated
core database.Any new public entitieson the mastercore databaseneedto be
addedto the local databasesso that they may be referencedby any new records.
Wherethereis no local copy of theentity, theprocessis simple.Thenew entity is
simplyaddedto thelocaldatabase,givenalocal identiÞer, andwill keeptheglobal
identiÞerto indicatethatit hasalreadybeensynchronisedwith thecoredatabase.

4.7.5 Parallel inser tion of duplicate entities

A morecomplicatedcaseis shown in Figure8. In this particularcase,the local
copy of thecoredatabasehasalsoaddedan identicalcopy of thenew coreentity
into thedatabase.Sincethenetwork asawholeis only concernedwith theGID of
theentity, theGID from theupdatedcoreentity from themasteris usedin thelocal
entity. It is safeto changetheGID of a localentitysincethereferentialintegrity of
thedatabaseis dependentonly on theLIDs of thelocaldatabase.

4.7.6 Update from local database to core

New recordsarenot resynchronisedto thecoredatabaseautomatically. To transfer
a recordfrom thelocaldatabaseto themastercoredatabaseinvolvesa publishing
processfor therecord.
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Figure7: Synchronisationof a non-masternodewith themasterwhenthemaster
hasreceived an update.Entity ÕdÕis synchronisedwith the coredatabase.Since
thelocal coredatabaseisnÕt asrecentasthemastercoredatabase,synchronisation
occurs,distributing thecoreÞlesto theothernodesin thenetwork. On receiving
theupdatedcorefrom themaster, thelocal nodecomparesentities.SincebothÕaÕ
andÕcÕalreadyexist onthelocalnode,andhavethecorrectGID, noupdatesonthe
recordsarerequired.RecordÕbÕonly existsonthelocalnode,anddoesnot require
aGID. Entity ÕdÕis new to thelocalnode,andit is addedto thelocaldatabasewith
anew LID andthemastercopyÕsGID.
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the mastercoreis comparedwith theentity from the local core. Sinceboth enti-
tieswill have thesameidentifying hash,thelocal entity acceptstheGID from the
mastercoreentity.



GID: 0

GID: 1

LID: 0

LID: 1

=GID: 0

LID: 2

LID: 0

LID: 1

Core Local

LID: 2

=GID: 1

GID: 0

GID: 1

GID: 0

GID: 1

a

b

c

a

b

a

b

a

b

c

Figure9: Synchronisationfrom thelocalcoredatabaseto themastercoredatabase
doesnot occur using the regular synchronisationmethods. A specialoperation
involving the explicit publishingof recordsis required.Sinceentity ÕcÕdoesnot
have a entity hashequalto any of theotherentitiesfrom themastercore, it does
not requirethesynchronisation.
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Figure10: Publishingdatato the masternode. A userdecidesthat they wish to
publisha setof entries. The minimum entity setwhich is requiredto accurately
representtheentrieswhich needto bepublishedis calculated.Eachentity is then
serialisedandsentto themasternodeto beaddedto thecoreasa local insertion
of data.Thisnew versionof thecoredatabasecanthenberesynchronisedwith the
othernodesin thenetwork.

A multi-userdatabasepresenta numberof challengeswith respectto main-
taining the databaseafter updatesto data. Datacanbe updatedwhenthe record
hasbeenerroneouslyentered,or theannotationson thedatahasbeencorrected.If
otherusershavetakenthisdataasthebasisfor arecordthey haveentered,it would
be incorrectto updatethe previously entereddata,as the recordsof otherusers
may be alsoaffected. For this reason,only creationactionson commonlyused
corecomponentsareallowed. Updatesareachieved by duplicatingthe incorrect
recordwhile Þxingtheincorrectinformation.

Deletionof recordswill only be allowed by the nodeswhich have ownership
of the record. On receiving updates,notiÞcationof any deletedrecordsis sentto
themasternode, andthendistributedto theothernodesonthenetwork. Eachnode
on thenetwork canthendecidewhetherthey wish to deletetherecordlocally.

4.7.7 Publishing of recor ds

In orderto move recordsfrom thelocal databaseto thecoredatabase,a recordset
is identiÞedby theuserasbeingreadyfor publicationin thegeneraldatabase.The
datais exported,andthenimportedinto the electedmasternode. After a record
setis importedto themastercoredatabase,thecoredatabaseis thensynchronised
backto thefull setof peernodes.

4.8 Security

Securityof boththeapplicationandthedatathatis transmittedacrossthenetwork
is very important to theoperationof thenetwork. Wecanconsiderthatthenetwork



will berunacrossapublicandinsecurenetwork,andsoanotherlayerof encryption
shouldbeusedto ensurethatthedataremainssafe.

4.8.1 Public key cryptograph y

Publickey cryptography is amechanismby whichdocumentscanbeencryptedso
that only peoplewho have possessionof a secretkey candecryptthe data. The
premiseof public key cryptography is to usea pair of cryptographickeys, one
public and one private. A key is essentiallya long set of bits which is usedto
transformadocumentfrom plaintext into anencryptedform. Thechoiceof public
andprivatekeysis important,astheprivatekey shouldbeableto beusedto decrypt
thecyphertext resultingfrom a public key encryption.Thestrengthof public key
encryptioncomesfrom themathematicaldifÞcultyof Þndingfactorsof a number.
While it is possibleto easilyverify whethertheproductof two numbersareequal,
it is signiÞcantlymoredifÞcult to Þndthe two original numbersvia factorisation.
A numberof algorithmscanbeusedto generatethepublic andprivatekey pairs,
but oneof thestrongestis to usetheRSAalgorithm[9].

4.8.2 Digital signatures

To digitally sign a document,a hashof the documentis Þrstcalculated- essen-
tially theÞngerprintfor a particulardocument.This Þngerprintis thenencrypted
by theauthorof thedocumentusingtheir privatekey. This encryptedÞngerprint
is the signaturefor the document.The documentandsignatureare thensentto
the receiver. Thereceiver canthentry decryptingtheÞngerprintusingthepublic
key of thedocumentsender. By comparingtheÞngerprintsof theactualreceived
document,and the decryptedÞngerprint,it is possibleto ascertainwhetherthe
documentwasmodiÞedin transit.

4.8.3 CertiÞcate mechanisms

Oneof thekey challengesin a distributedsetupis to ensurethat theendpointson
thenetwork areactuallywho they claim they are.Oneof thestandardwaysto es-
tablishidentitiesof nodesis to usea certiÞcatemechanism.TheX.509certiÞcate
mechanismallows for a webof trust to beestablishedso thatnodescanbe iden-
tiÞed. A certiÞcate is an identity document- usuallyidentity information andthe
publickey of theentity beingidentiÞed- whichhasbeensignedby acertifyingau-
thority. If theuserimplicitly truststhecertiÞcatesof thecertifying authority, then
any certiÞcatesignedby thecertifying authoritycanbethoughtto beveriÞedtoo.
Thecombinationsof encryption schemes,signaturesandcertiÞcationmechanisms
canensurethatthedatabeingsentacrossthenetwork is veriÞable.
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Figure 11: Relationshipsbetweenthe software componentsin EUROCarbDB.
Thisdiagramillustratesthesoftwarecomponentsfor thevariousarchitecturalcom-
ponentsshown in Figure1. The architectureis a Java andSQL databasebased
system,wheretheStrutsandHibernatecomponentsform signiÞcantreusedcom-
ponentsin thearchitecture.

5 Software implementation

The applicationis implementedasa Þrstprototypeusinga threetier application
environment- operatingon theJava [10] platform,usingtheHibernate[11], Struts
2 [12], Tomcat[13] andPostgreSQL[14] librariesto addthedesiredfunctionality
to the basicserver. In addition,JiBX [15] aswell asXFire [16] areusedto sup-
ply theXML functionality. In general,opensourcelibrariesandapplicationsare
usedasthe basisfor the entireapplication. An overview of the generalsoftware
applicationarchitecturecanbeseenin Figure11.

5.0.4 Java and Tomcat

TheJava languageis a bytecodecompiledlanguage,known for theeaseof cross-
platformdevelopmentandwide availability of libraries. TheApacheTomcatap-
plicationserverprovidesanenvironmentunderwhichJavaweb-basedapplications
canbe offered to the public. Both the Tomcatserver andJava areopensource,
albeit licensedunder different schemes(Apache2.0 Licenseand GNU Public
License(GPL)v2 respectively).

5.0.5 Hibernate

HibernateprovidesanORM layerontothedatabaseby reverseengineeringasetof
Java sourcecodeÞlesfrom thedatabase schema.By reverseengineeringtheJava



API fromthedatabaseschema,thereisnoneedtosynchronisethechangesbetween
systemmodels,thedatabasemodelandobjectmodel. As thereverseengineering
processis a somewhatnaive process,thereverseengineeredsourcecodeneedsto
bemodiÞedsothatanappropriateAPI is exposedfor manipulatingtheobjects.

5.0.6 PostgreSQL

PostgreSQLis usedas the databasecomponentin the application. The optimal
way to store data for the applicationis in a relational database,and the Post-
greSQLdatabaseprovides the bestset of featuresand performanceof the open
sourcedatabases.Connectionto theORM component,andtheJavaapplicationsin
generalis achievedthroughtheuseof JDBClibraries.

5.0.7 Struts 2

Web requestsare essentiallystatelessoperations. Eachrequestdoesnot know
abouttherequestswhichhaveoccurredbeforeit, andthereis nothingwithin HTTP
to explicitly bindaseriesof requeststogetherin atransaction.For thisreason,sup-
port for saving statehas to beaddedto theserver or client side. Server sidestate
is establishedby usingcookies- identiÞerswhich arestoredon client machines
- which cantie a particularrequestto a particularserver state. Many changesto
statecanoccurfor a request- suchasa userloggingin, or beingpart-way through
a multi-stageaction. Sincea lot of this functionality is commonto many webap-
plications,anumberof frameworkshavebeendevelopedto providethesecommon
functions. Onesuchframework is the Strutsframework. Strutsfollows a MVC
approachto the developmentof web applications,providing a setof Java classes
whichprovide thebasicfunctionalitywithin theapplication.

Core to the function of the Strutsis the conceptof an Action. Sourcecode
associatedwith an action is relatedto a singleunit of work, or a verb, which is
appliedto the system. Simple actionscan be ÓAddbioligical contextÓ,ÓAsso-
ciateTaxonomyÓ,ÓUploadExperimentaldataÓ.Eachactionshouldbeatomic,and
shouldnotbedependentonthestateof otheractions.Strutsmanagestheexecution
of theactions, aswell asexecutinga seriesof preandpost-executionmethodsas
interceptors.

5.0.8 XML libraries

JiBX andXFire togetherprovidesupportfor SOAP within EUROCarbDB.In order
to save the duplicationof work, JiBX was usedas the binding library for both
SOAP andfor genericXML marshallingandunmarshalling.JiBX functionsasa
bytecodemanipulationof classes,markingout the binding of Þeldsin an object
to elementsin anXML Þle. TheXFire library is an implementationof theSOAP
protocol,andhandlesthedispatchof SOAP messagesto appropriatemethods.A
specialisedSOAP messageto Strutsactionwrapperwaswritten to allow theuseof
all actionsasSOAP methods.



References

[1] Amos Bairoch, Rolf Apweiler, Cathy H Wu, Winona C Barker, Brigitte
Boeckmann,SerenellaFerro, ElisabethGasteiger, HongzhanHuang, Ro-
drigo Lopez, Michele Magrane,Maria J Martin, DarrenA Natale,Claire
OÕDonovan, Nicole Redaschi,andLai-Su L Yeh. The universalproteinre-
source(uniprot). Nucleic Acids Res, 33(Databaseissue):D154Ð9,2005.

[2] Kosuke Hashimoto,SusumuGoto,ShinKawano,Kiyoko F Aoki-Kinoshita,
NobuhisaUeda,MasamiHamajima,ToshisukeKawasaki,andMinoru Kane-
hisa.Keggasaglycomeinformaticsresource.Glycobiology, 16(5):63RÐ70R,
2006.

[3] ThomasLutteke, AndreasBohne-Lang,AlexanderLoss, ThomasGoetz,
Martin Frank, and Claus-W von der Lieth. Glycosciences.de:an inter-
net portal to supportglycomicsand glycobiology research. Glycobiology,
16(5):71RÐ81R,2006.

[4] F.V ToukachandYuri Knirel. New databaseof bacterialcarbohydratestruc-
tures. In Proceedings of the XVIII International Symposium on Glycoconju-
gates, Florence, Italy, pages216Ð217,2005.

[5] Glycomindswebsite(http://www.glycominds.com).

[6] S Doubet,K Bock, D Smith, A Darvill, andP Albersheim. The complex
carbohydratestructuredatabase.Trends Biochem Sci, 14(12):475Ð477,1989.

[7] C A Cooper, M J Harrison,M R Wilkins, andN H Packer. Glycosuitedb:
a new curatedrelationaldatabase of glycoproteinglycanstructuresandtheir
biologicalsources.Nucleic Acids Res, 29(1):332Ð335,2001.

[8] Tranchewebsite(http://tranche.proteomecommons.org/).

[9] R. L. Rivest,A. Shamir, andL. M. Adelman. A METHOD FOROBTAIN-
ING DIGITAL SIGNATURES AND PUBLIC-KEY CRYPTOSYSTEMS.
TechnicalReportMIT/LCS/TM-82, 1977.

[10] JGosling,B Joy, andGL Steele.The Java Language Specification. Addison-
Wesley LongmanPublishingCo.,Inc, Boston,MA, USA, 1996.

[11] Hibernatewebsite(http://www.hibernate.org).

[12] Strutswebsite(http://struts.apache.org/2.x/).

[13] Tomcatwebsite(http://tomcat.apache.org/).

[14] Postgresqlwebsite(http://www.postgresql.org/).

[15] Jibx sourceforge(http://jibx.sourceforge.net).



[16] XÞresourceforge(http://xÞre.sourceforge.net).


